
Era of GEN 2 Autonomous AI cyber–Security Platforms

The future of the job market in the cybersecurity industry is poised for significant transformation as 

artificial intelligence (AI) continues to evolve. 

Cyber security is a critical and dynamic field that requires constant vigilance and adaptation to new 

threats and challenges. However, human analysts may not be able to keep up with the increasing 

complexity and scale of cyber-attacks, serious breaches and losses are inevitable. Therefore, some 

organizations may consider replacing their cyber security analysts with an autonomous AI driven 

platform that can perform critical tasks:

AI driven critical tasks - 

Detection and response to cyber-attacks in real time, using advanced machine learning and natural 

language processing techniques to analyse large volumes of data and identify patterns, anomalies, and 

malicious activities.
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Automation and optimisation of the cyber security processes, such as threat intelligence gathering, 

vulnerability assessment, risk management, incident response and recovery, using algorithms and 

decision support systems.

Learning and improving from feedback and experience, using reinforcement learning and self-

adaptation mechanisms to enhance the performance and accuracy of the platform over time.

Collaboration and communication with other AI systems and human experts, using interoperable 

standards and protocols to share information and coordinate actions across different domains and levels 

of cyber security.

The first generation of AI driven platforms is already proving its value with Mean Time to Response 

(MTTR) down to seconds. However, a key element still needs development.

GEN 2 Autonomous AI systems – It can be predicted that Gen 2 AI systems will be able to take input, vocal 

or otherwise from humans and act on it across the entire infrastructure. Gen 1 systems can digest data 

from almost anywhere but are somewhat limited in response due to lack of deeper integration across 

enforcement points. We can expect GEN 2 to come out from any of these leading AI platform providers.

1.  CrowdStrike:

CrowdStrike is a relatively new name in the cybersecurity market.

They provide a platform that leverages AI and machine learning to detect and prevent cyber threats.

Their focus is on real-time threat detection and response.

2.  Darktrace:

Darktrace has developed an Enterprise Immune System that serves as a platform for all their 

cybersecurity products.

Their AI-driven solutions continuously learn and adapt to network behaviours, identifying anomalies 

and potential threats.

3.  Cynet:

Cynet deploys AI in its network threat detection systems.

These systems examine threats and automatically take action to mitigate risks.

Their goal is to enhance security while minimizing manual intervention.

4.  Trellix:

Trellix combines AI and human expertise to protect against advanced threats.

Their platform detects and responds to cyberattacks across various attack vectors.

5.  Check Point:

Check Point integrates AI into their security solutions.

They focus on threat prevention, network security, and cloud protection.

6.  Symantec:

Symantec (now part of Broadcom) offers AI-powered security solutions.




